Tavistock Community Primary School
Internet Policy


1.0
Introduction
The internet is widely used to help manage and deliver Tavistock Community Primary School services.  Users should read this policy in conjunction with any other Information, Communication and Technology (ICT) policies and relevant codes of conduct.
2.0
Scope
This policy applies to
· All employees working at all locations, including working at home 

· Other workers (including casual and agency workers, secondees  and contractors) 

using the school’s equipment and networks, including the e-mail system.
3.0
Policy Statement
· The school encourages users to make effective use of the internet.  Such use must always be lawful.  It must not compromise the school’s information and computer systems/networks.
· The users shall ensure that the use of the internet will not adversely effect the school or its business, in particular, damage the school’s or its employees’ reputations or otherwise violate any of the school’s policies.

All users must read this policy before they access the internet.

4.0 Use of Internet Facilities
· All users shall use the internet responsibly and strictly in accordance with all relevant school policies.  The school reserves the right to take disciplinary action against a user, if that user fails to comply with this policy.  Any disciplinary action taken against a user will be in accordance with the school’s disciplinary procedure.

· Users accept that communications via the internet are normally not secure or encrypted and should therefore take particular care when sending potentially sensitive or confidential information over the internet.

4.1
Personal Use
The internet is an important tool in the management and delivery of the school’s services and therefore the internet should generally only be used by the users for this purpose.  However, users may use the internet for personal use provided that:

· Users only use the internet for personal use outside working hours.  In the event that the user needs to use the internet for personal use during working hours, the user shall obtain permission from their line manager.  In the event that the user fails to comply with this obligation the school reserves the right to take disciplinary action against the user.

· Users do not use the internet for commercial purposes (eg operating a private business using the school’s internet facilities).

· Users must not at anytime make representations, statements or suggestions that they are acting on behalf of the school unless authorised.

· Users ensure that at all times they comply with Sections 4.2 and 4.3 of this Policy.

The user agrees and accepts that any personal details he/she places on any internet site(s) is done so at the user’s sole risk.  The user accepts and acknowledges that the school shall not be liable to the user for any losses, damages, claims, costs and expenses incurred by the user as a result of disclosing personal details on the internet site.  The school recommends that the user exercises caution and satisfies himself/herself that such disclosure is secure before disclosing personal details, such as credit card details or bank details.

Users need to be aware that the personal details may also be stored on the school’s network servers or local devices and must accept the associated risks.

4.2 Business Use

Use of the internet by users for school business is subject to the following conditions:

· Users must not commit the school in any way to purchasing or acquiring goods or services via the internet without obtaining prior written approval unless it is a clear and express part of their employment responsibilities.

· Before publishing any information on the school’s website the users must ensure compliance with the school’s web publishing guidelines.

· Users may join free newsgroups of professional interest or relevant to their work but any subscription services should be approved in writing by an appropriate manager.

· Users must comply with the Data Protection Act 1998 and the Freedom of Information Act 2000 when placing personal data in newsgroups and on web sites.

· Users must follow the school’s virus-checking advice when downloading information from the internet.

· Users must comply with relevant licence terms and conditions when copying or downloading material from a web site.

· Users accept and acknowledge that the information contained on the internet is provided for information only and that the users will rely on it at their own risk.  The user accepts that the school excludes all liability, in so far as permitted by law, against any losses, claims, demands, damages, costs and expenses incurred by the users as a result of relying on information provided via the internet.
4.3 Inappropriate Use

Users must not access, display, download, copy or circulate any information of the following nature:

· Pornography (including child pornography) or sexually orientated images

· Gambling

· Gaming (playing computer games)

· That promotes discrimination of any kind

· That promotes racial or religious hatred

· Involves threats including promotion of violence

· Promotes illegal acts

· Any other information which may reasonably be considered to be offensive, inappropriate or disrespectful to others

· Unauthorised copyrighted material including music

The school shall report all known incidents, in which users do or appear to intentionally use the internet to access websites, newsgroups and online groups that contain the following type of material, to the police for investigation:

· Images of child pornography or child abuse (ie images where children are or appear to be under the age of 16 and are involved in sexual activities or posed to be sexually provocative)

· Adult material/pornography that potentially breaches the Obscene Publications Acts (1959 & 1964)

· Criminally racist material

Users must not send or otherwise disseminate proprietary data or any confidential information which belongs to the school to a third party via the internet, unless authorised to do so.

Users shall not download any video clips, video, music files or similar files which require large memory space from the internet

Users shall be respectful of their colleagues and shall not play loud music, radio or video clips from their computer.  If such access is necessary for work prior permission of an appropriate manager is required and any necessary Performing Rights licence obtained.

4.4 Accidental Access to Inappropriate Material

If inappropriate material is accessed accidentally, school employees should immediately report this to senior management so that this can be taken into account as part of the monitoring procedure (as further referred to below).  School employees should also report any such incidents to their line manger.

5.0 Monitoring

The school will monitor internet use by users to ensure compliance with this policy.  Any potential misuse identified will be reported to the appropriate officer or body.  Serious breaches of this policy by school employees will amount to gross misconduct and may result in dismissal.
6.0 Responsible Officer

Headteacher
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